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It is well known that the Border Gateway Protocol (BGP), the IETF standard inter-domain
routing protocol, is vulnerable to a variety of attacks, and that a single misconfigured or malicious
BGP speaker could result in large scale service disruption. In this paper, we present Pretty Secure
BGP (psBGP)- a proposal for securing BGP, including an architectural overview, design details
for significant aspects, and preliminary security and operational analysis. psBGP differs from
other security proposals (e.g., S-BGP and soBGP) in that it makes use of a single-level PKI for
AS number authentication, a decentralized trust model for verifying the propriety of IP prefix
origin, and a rating-based stepwise approach for AS_.PATH (integrity) verification. psBGP trades
off the strong security guarantees of S-BGP for presumed-simpler operation, e.g., using a PKI
with a simple structure, with a small number of certificate types, and of manageable size. psBGP
is designed to successfully defend against various (non-malicious and malicious) threats from
uncoordinated BGP speakers, and can be incrementally deployed with some incremental benefits.

Categories and Subject Descriptors: C.Z6mputer-Communication Networks]: Internetworking—Security
General Terms: Inter-domain Routing, Security

Additional Key Words and Phrases: BGP, Trust, Routing Security, Secure Routing Protocols

1. INTRODUCTION AND MOTIVATION

The Internet routing infrastructure consists of a numbekuaonomous Systems (ASes),
each of which consists of a number of routers under a singlateal administration (e.g.,
sharing the same routing policy). The Border Gateway Pmt(RGP) [Rekhter and Li
1995] is the IETF standard inter-domain routing protoceldgchanging reachability in-
formation between ASes on the Internet. Each network lagstihtion is identified by an
IP prefix representing a range of IP addresses. An AS anneiisd® prefixes via BGP to
its direct neighbors, which may further propagate the prafimouncement to their neigh-
bors. A remote AS receiving such announcement may builcesoiatr forwarding traffic
destined to the addresses within the address range spdxifted announced prefixes.
One critical question with BGP is the following: which AS hasight to announce a
given IP prefix? The current version of BGP does not have armsharasm to verify the
propriety of IP prefix announcements. This opens a seriatgitg hole which allows one
AS to announce IP prefixes allocated or delegated (heresdftignefito any other ASes.
This is commonly referred to gwefix hijacking Examples of consequences include denial
of service (i.e., legitimate user traffic cannot get to itswhte destination) and man-in-the-
middle attacks (i.e., legitimate user traffic is forwarderbtigh a router under the control
of an adversary). Warnings about attacks exploiting rautininerabilities were given as
early as 1988 by Perlman [Perlman 1988], and 1989 by Bell@etiovin 1989]; and such
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attacks have recently reportedly been carried out by spamjellovin 2004].

Many proposals [Kent et al. 2000; Goodell et al. 2003; Whi2@2 Aiello et al. 2003]
have been made for improving BGP security, and in particdtarverifying if an AS
has the right to announce a given IP prefix. There are two nmgpnoaches: 1) building
centralized routing registries storing information abadtress space assignments, e.g.,
Internet Routing Registry (IRR) [IRR 2005]; and 2) buildiagtrict hierarchical public key
infrastructure (PKI) in parallel to the existing IP addrassignment structure (e.g., S-BGP
[Seo et al. 2001; Lynn et al. 2003]). While these two appreachay differ in many ways,
e.g., protecting a database itself vs. protecting indizidijects in the database, they both
typically require a large scale PKI to provide strong sdgusi to meet some operational
requirements (e.g., multi-homing). Such a PKI continuelsaoiewed as impractical by
many experts [Atkinson and Floyd 2004].

IRR needs to perform identity authentication to verify if amtity requesting to make
changes to the routing database is authorized to do so. i@lyrie IRR, PGP [Zimmer-
mann 1995] is used for public key authentication. Howeuss authentication is done
using a sender’'s email address when an object is first createtthus is vulnerable to
email spoofing [Zsako 1999]. As a result, a global PKI or sdvimgt equivalent, appears
to be required to provide stronger guarantees. S-BGP malee®fua hierarchical tree
structure for address assignment, rooted at Regionahket&egistries (RIRs). For each
consecutive pair of nodes on the address assignment chaifirdt node (an organization)
on the chain assigns a subset of its own address space tctrelsane. While an organi-
zation obtaining its address space from its Internet Semioviders (ISPs) may not need
to appear on an address delegation chain (i.e., need nosiediselevant certificates), it
will need those certificates (e.g., a public key certificaid an address assignment cer-
tificate) to do multi-homing (i.e., connecting to two indedent ISPs). Multi-homing has
been considered as a common operational practice which meustipported [Villamizar
et al. 1999]. This implies that many organizations not ragrBGP may also need to be
involved in the S-BGP PKI, resulting in a large scale gloh&l.P

In addition, it appears to be difficult to build a centraliZeidl for verifying IP address
assignment given the complexity, if not impossibility, cdidcing how the existing IP ad-
dress space is assigned, and tracing all changes of IP adthgignments. This is in part
due to the large number of prefixes in use and organizatimodvied, and frequent orga-
nization changes (e.g., corporations splitting, mergbankruptcy, etc.). As pointed by
Aiello et al. [Aiello et al. 2003], it is exceptionally diffidt to even approximate an IP
address delegation graph for the Internet. Therefore, jt wedl be impossible to build a
centralized PKI mirroring such a complex and unknown deiegastructure.

Aside from the challenges of requiring a global PKI, many dldr@sses were given out
before the existing hierarchical address allocation stnes were in place. Thus, address
assignment chains might not be applicable to them. Fundiiherall these approaches
assume a trusted source of authoritative routing inforomatihich allows detecting false
prefix announcements. We suggest that such an assumptionatlg realistic, or at least
it would be very difficult to build an infrastructure to readiit. As noted by Atkinson and
Floyd [Atkinson and Floyd 2004] on behalf of the Internet Aitecture Board (IAB): &
recurring challenge with any form of inter-domain routingthentication is that there is
no single completely accurate source of truth about whigaaizations have the authority
to advertise which address blo¢ks
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CONTRIBUTIONS. In this paper, we present a new BGP security proposal —yPsett
cure BGP (psBGP), fleshing out a preliminary overview [Waal €2005]. psBGP includes
defenses against falsification of BGP UPDATE messages, aadlapproach for verifying
the propriety of prefix origin by cross checking informativom multiple, ideally inde-
pendent, sources. Specific psBGP security goals are adiftirf?.3. psBGP is based on
the following concepts: 1) there is no universally trustetharity which knows all truth
(i.e., all aspects of the factual reality) about prefix assignts on the Internet; 2) some
entities may know part of such truth; and 3) corroboratiomédérmation from different
sources can increase confidence in the assessment of trabation. In particular, RIRs
are the trusted authority of initial prefix allocations, as@ne ASes might have partial
knowledge of prefix assignments of their direct neighbors.

PSBGP HIGHLIGHTS. The major architectural highlights of psBGP are as follows

1) psBGP makes use ofaentralized trust moddbr AS number authentication. Each
AS obtains a public key certificate from one of several trdistertificate authorities (i.e.,
RIRs), binding an AS number to a public key. We suggest thett sutrust model provides
best possible authorization of AS number allocation and pessible authenticity of AS
public keys. Authentication is usually the first step tovgadithorization. Without such a
guarantee, an attacker may be able to impersonate anothardiBus be able to announce
prefixes assigned to the impersonated AS.

2) psBGP makes use of a rating mechanism for flexibility irabaing security and
practicality in prefix origin and ASPATH verification.

3) psBGP makes use ofdecentralized trust modébr verifying the propriety of IP
prefix assignment. Each AS periodically issues a digitatiynad Prefix Assertion List
(PAL) consisting of a number of bindings of an AS number and (zeroare) IP prefixes,
one such binding for itself and one for each of its neighbArsassertion made by an AS
s; regarding its own prefixep(efix assertiohlists all prefixes assigned tg. An assertion
made bys; for a neighboring AS; (prefix endorsemehinay list all or a subset of the
prefixes assigned tg;. An AS prefix grapl(see§4.3) is built independently by each AS
s; based on thePA Ls which s; has received from other ASes aggs ratings of those
ASes. An AS prefix graph is then used for evaluating the trogtviness and preference
of a prefix origin by an AS, in conjunction with its local configible parameters (e.g., its
trust in those ASes involved in a prefix assertion, and ttussholds). In this way, the
difficult task of tracing IP address assignments is distatwacross ASes on the Internet.

4) psBGP modifies the S-BGP digital signature approach wititing mechanism and
a stepwise approach for verifying ABATH integrity. Each AS computes a weight for an
AS_PATH based on ratings of the ASes digitally signing the patid determines whether
or not to accept the path based on local parameters. Thisagpallows an upgrading
path to countering increased threats, as recommended lloyBeet al. 2005].

Our design is inspired by the referral model widely used itiasociety for increasing
confidence in the truth of a piece of information when a sirgl¢horitative source of
truth regarding that information is not available. For exdana job applicant is usually
required to provide reference letters to allow cross chregitie applicant statements on his
quality and background. A reference letter should be frormdividual who has closely
worked with the applicant, e.g., a former supervisor. Sanhlin psBGP, each AS should
obtain endorsement for its prefix assertions from some A3sshnare likely to have, or
likely to be reliable sources for, knowledge of its prefixigament, e.g., a direct neighbor
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with which it has a business relationship. An AS choosingridagse a prefix assertion
made by a neighboring AS should carry out some form of dugetilce (or other means to
increase accountability) to increase confidence in theectmess of that assertion, i.e., to
increase its own confidence that the asserted prefix is inaesigned to the asserting AS.
The security assurances of this aspect of psBGP are dimetdited to the quality of such
due diligence, which will impose extra work on BGP operattris is the price to pay for
increased security.

As discussed in what follows, advantages of psBGP inclupisimiplicity— it uses a PKI
which has a simple structure, a small number of certificgiesyand is of manageable size;
2) effectiveness it is designed to successfully defend against selectedthifrom unco-
ordinated, misconfigured or malicious BGP speakers; aimt8mental deployability it
can be incrementally deployed with some incremental benefit

ORGANIZATION. The rest of the paper is organized as followW& defines notation,
overviews BGP, discusses BGP threats, and summarizes BelFitgegoals. psBGP is
presented irg3 and§4. Security and operational analysis of psBGP is givegbiand§6
respectively. A brief review of related work is givengi. We conclude irs8.

2. BACKGROUND: BGP SECURITY THREATS AND GOALS

After defining notation, we give a brief overview of relevaspects of BGP, discuss BGP
security threats, and summarize five security goals for B@Pater use in the paper.
NOTATION. A and B denote entities (e.g., an AS or a BGP speaker). X ornotds an
assertion which is any statement. An assertion magrbperor improper We avoid use
of the termtrue or falsesince in BGP, it is not always clear that a statement is 10@%éd
or not. An assertion is proper if it conforms to the rules (ggBGP rules) governing the
related entity making that assertion. Table | defines sontleeafiotation used in this paper.

S,si  Sisthe set of all AS numbers; currenly= {1,...,2'}. s; € Sis an AS number.
P, fi Pisthe setof all IP addressef.CP is an IP prefix specifying a range of IP addresses.
fi = f;Uf if the IP addresses specified fyequal those by; and f, combined.
T  an authority with respect t® andP, e.g.,T € {z|z is an RIR}.
Pk Pk = [s1,S2,...,5k] isan ASPATH; s, is the first AS inserted ontpy.
m  m = (f1,pr)is a BGP route (a selected part of a BGP UPDATE message).

N(s;) si's neighbors, i.e., the set of ASes with whighestablishes a BGP session on a regular
basis. A given AS; may have many BGP speakers, each of which may establish BGP
sessions with speakers from many other AS¥€ss;) is the set of all other such ASes.

ka,ka As public and private keys, respectively.

{m}a digital signature on message generated with A's private kek.1.

(ka, A)E a public key certificate binding to A, signed using: 3, verifiable using:s.
(fi,si)a anassertion made by that f; is assigned te;.

Table . Notation

2.1 Selective Overview of BGP

Conceptually, a routing network can be abstracted as a grelipére a vertex is a router
and an edge is a network link. If a network consists of a snead).( several) or medium
(e.g., tens or hundreds) number of routers, a single roygingpcol may be capable of
exchanging and maintaining routing information in thatwak. Since there are a large
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number of routers (e.g., exceeding hundreds of thousamdtednternet, any single rout-
ing protocol currently available is apparently unable talsdo that size. As a result, a
hierarchical routing approach has been used for the Intelmernet routing protocols can
be classified amtra-domain(used within an AS) ointer-domain(used between ASes).

BGP is an inter-domain routing protocol based atigiance vectoapproach. A BGP
speaker establishes a session over TCP with each of itd degghbors, exchanges routes
with them, and builds routing tables based on the routingrinftion received from them.
Unlike a simple distance vector routing protocol (e.g., Rfiédrick 1988]) where a route
has a simple metric (e.g., number of hops), a BGP route iedsd with a number of
attributes and routes are selected based on local routii@yp®@ne notable route attribute
is AS_PATH, which consists of the sequence of ASes traversed byotite that is being
propagated. BGP is often considerepadh vectorouting protocol.

ASes on the Internet can be roughly classified into threegoaites: astub-AShas only
one connection to other ASes;naultihomed-A%ias more than one connection to other
ASes, but is not designed to carry traffic for other ASes (dag.the purpose of load
balance or redundancy); andransit-AShas more than one connection to other ASes, and
is designed to carry traffic for others.

While a stub-AS may have only one BGP speaker, a multihomedt@ansit-AS often
has more. A BGP session between two BGP speakers locatad wwihdifferent ASes is
often referred to as external-BGP (eBGP), and a BGP sessiwebn two BGP speakers
within a common AS is often referred to as internal-BGP (iBG¥ eBGP speaker ac-
tively exchanges routing information with an external idigr by importing and exporting
BGP routes. An iBGP speaker only helps propagate routingt@sdo other BGP speakers
within a common AS; it does not make any changes to a routicigtep

A BGP session between two different ASes usually implies afrhe following four
types of business relationship [Gao 200@Jistomer-to-providerprovider-to-customer
peer-to-peerandsibling-to-sibling A customer AS usually pays a provider AS for ac-
cessing the rest of the Internet. Two peer ASes usually fimgl ibtutually beneficial to
allow each other to have access to their customers. TwmgiBlSes are usually owned by
a common organization and allow each other to have accels test of the Internet.

2.2 BGP Security Threats

BGP faces threats from both BGP speakers and BGP sessionsisthaving BGP
speaker may be misconfigured (mistakenly or intentionallgmpromised (e.g., by ex-
ploiting software flaws), or unauthorized (e.g., by expigita BGP peer authentication
vulnerability). A BGP session may be compromised or unaigkd. We focus on threats
against BGP control messages without considering thosestg#ata traffic (e.g., mali-
cious packet dropping [Just et al. 2003]). Attacks agairBPRontrol messages include,
for example, modification, insertion, deletion, exposwaeg replaying of messages. In
this paper, we focus on modification and insertion (hered#tisification [Barbir et al.
2004]) of BGP control messages; deletion, exposure andyiy are beyond the scope
of this paper, other than the following brief remarks. Dieletappears indistinguishable
from legitimate route filtering. Exposure might compromismfidentiality of BGP con-
trol messages, which may or may not be a major concern [Batlait. 2004]. Replaying
is a serious threat, which can be handled by setting an diquirame for each message;
however it seems challenging to find an appropriate valuariaxpiration time.

There are four types of BGP control messages: OPEN, KEEPELNOTIFICATION,
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and UPDATE. The first three are used for establishing and taiaing BGP sessions with
peers, and falsification of them will very likely result inssgon disruption. As mentioned
by Hu et al. [Hu et al. 2004], they can be protected by a paridint authentication
protocol, e.g., IPsec [Kent and Atkinson 1998a]. In psBG&cancentrate on falsification
of BGP UPDATE messages (and hereafter, refrain from cagingl UPDATE) which carry
inter-domain routing information and are used for buildimmrouting tables.

A BGP update message consists of three parts: withdrawespoetwork layer reach-
ability information (NLRI), and path attributes (e.g., &2TH, LOCAL_PREF, etc.). As
commonly agreed [Hu et al. 2004], a route should only be wétah by a party which had
previously announced that route. Otherwise, a maliciotigyerould cause service dis-
ruption by withdrawing a route which is actually in servi@dgitally signing BGP update
messages would allow one to verify if a party has the right ithdvaw a route. Further
discussion is beyond the scope of the present paper.

NLRI consists of a set of IP prefixes sharing the same chatisiits, as described by
the path attributes. NLRI ifalsifiedif an AS originates a prefix not owned by that AS, or
aggregated improperly from other routes. Examples of aunseces include denial of ser-
vice and man-in-the-middle attacks. There are two types®PATH: AS. SEQUENCE
and ASSET. An ASPATH of type ASSEQUENCE consists of an ordered list of ASes
traversed by the route currently being propagated. AnPATH of type ASSET consists
of an unordered list of ASes, sometimes created when malitqaltes are aggregated. An
AS_PATH is falsified if an AS or any other entity illegally opeeaton an ASPATH, e.g.,
inserting a wrong AS number, deleting or modifying an AS nemdn the path, etc. Since
AS_PATH is used for detecting routing loops and used by routectein processes, falsi-
fication of ASPATH can result in routing loops or selecting routes notctekt otherwise.
Some other path attributes (e.g., community, M&tit_Disc, etc. [Rekhter and Li 1995])
may also need protection, but many of these are usually @y between two neighbors
and not globally transitive. Thus, damage resulting frotacking them is relatively con-
tained. In psBGP, we focus on countering falsification of NBRd AS PATH which can
result in large scale service disruption.

We assume there are multiple non-colluding misbehavingsAs8al BGP speakers in
the network, which may have their own legitimate cryptodpiagkeying materials. This
non-colluding assumption is also needed by other BGP dgqumoposals (e.g., S-BGP
and soBGP), although consequences resulting from coliusight be different.

2.3 BGP Security Goals

We seek to design secure protocol extensions to BGP whichesist the threats as dis-
cussed above, i.e., primarily falsification of BGP updatessages. As with most other
secure communication protocols, BGP security goals mustidie data origin authenti-
cation and data integrity. In addition, verification of theopriety of BGP messages is
required to resist falsification attacks. Specifically, pmepriety of NLRI and ASPATH
should be verified. All verification will be performed modtdly by a BGP speaker online,
but possibly by an operator off-line, which is not discusseithe present paper.

We summarize five security goals for BGP (cf. [Kent et al. 2080 see [Wan et al.
2005; Wan et al. 2005]), for reference lateBy §4,§5.1 ands7. G1 and G2 relate to data
origin authentication, G3 to data integrity, and G4 and Gth&propriety of BGP control
messages. These five security goals address a large nundegioafs threats against BGP.
Thusitis highly desirable for any serious BGP security jpsad to achieve them. However,
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these alone should not be considered as sufficient for BQRiggsince other threats (e.g.,
replaying) remain (se¢2.2).

G1. (AS Number Authenticationlf must be verifiable that an entity using an AS number
s; as its own is in fact an authorized representative of the A8hich a recognized AS
number authority assigneg.

G2. (BGP Speaker Authenticationf must be verifiable that a BGP speaker, which asserts
an association with an AS number, has been authorized by the AS to whighwas
assigned by a recognized AS number authority.

G3. (Data Integrity)It must be verifiable that a BGP control message has not begalily
modified en route.

G4. (AS Path Verification)lt must be verifiable that an ABATH (pi, = [s1, s2, - - -, Sk])
of a BGP routen being propagated consists of a sequence of ASes traversedity
the specified order, i.em originated fromsy, and has traversed, . . ., s in order.

G5. (Prefix Origin Authentication)t must be verifiable that it is proper for an AS to orig-
inate an IP prefix. It iproperfor AS s; to originate prefixf; if 1) f; is indeed assigned
to s1; or 2) s1 is assigned a séf; of prefixes;s; has received a set of routes with a set
F, of prefixes; andf; is aggregated from, F; or both such that £, C f1, f, CFiUF,.!

3. PRETTY SECURE BGP (PSBGP)

psBGP makes use of a centralized trust model for autheimic&S numbers and AS
public keys. RIRs are the root trusted certificate authesitiln psBGP, each AS is
issued a public key certificate (ASNumcCert), signed by ontnefRIRs (sayl"), denoted
by (ks, s)z,- Such an AS creates and signs two data structures: a Speake s); -
binding a d|fferent public ke, to s; and aprefix assertion listPAL). The latterpals, i is

an ordered list: the first assertion is foitself and the rest are endorsements:ligr each

of s's neighbors ordered by AS number. Figure 1 illustrates #véficate structure used
in psBGP. In what follows, we start with a description of arrgtmechanism used by each
AS in determining its confidence in an ASATH or a prefix assertion. We next describe
psBGP with respect to the above five security goals: G1-Gd, lzed G5 irg4.

3.1 A Rating Mechanism

In psBGP, each AS; rates every other AS,; with a value in[0, 1], denoted byr; (s;),
representing;’s confidence or belief i3;’s trustworthlness i.e., in an assertion made by
s; such as a digitally signed ABATH or a prefix assertion or endorsement.s;)=0 or

1 respectively indicates; fully distrusts or trusts;. When there is no ambiguity, we omit
the subscript om in r;(s;).

While each AS has freedom in determining how to rate othersA8e suggest the
following guidelines: an RIR should be fully trusted (i.@ated1); a direct neighbor might
be expected, in many cases, to be more trustworthy than atee®) and a majority of
ASes should be neutrally trusted, e.g., rafiedl We next present a method [Wan et al.
2004] for computing the confidence value in a statement wisidonsistent among a set
of assertions made by a group of ASes@roboratinggroup) based on one’s ratings of

LIf f1 is not assigned te; and3f, C f1 such thatf, gFl UF», thensy overclaimsIP prefixes, which is a type
of falsification.
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Root AS Number Authorities

T is an RIR
one ASnumCert per AS
I | | I
| — ASNumCert — — MultiASCert  —
ID=AS# =s ID=DN
public key=Kk, S,,Sp,:-
signed using k; signed using k;
PAL/mLkerCert one MultiASCert per
multi-AS organization
((I; SS; ID=AS#=s
ol public key=k',
signed using Es signed using K

Fig. 1. psBGP Certificate Structure

those ASes. We consider two types of consistency in psB@t:-consistencgndprefix-
consistencyThe former is regarding the consistency among a set ofadigjiijnatures over
an ASPATH (see Definitions 1 2 i3.5). The latter is regarding the consistency of a
prefix assertion and a prefix endorsement (see Definitior§4.ih).

Let s1,..,s, be a group of ASes which independently produce a set of densias-
sertionsas, , .., as, . LetAs, s, , abbreviated by, ), denote a common subset that can
be derived from each of the aboxeconsistent assertions. The precise meaning of,
depends on the type of consistency in question. In prefisistancy, ifa,, is a prefix as-
sertion(f1, s1)s,, @ndas,, .., as, prefixendorsementsi, s1)s,, .., (f1,51)s,, theniy
represents a prefix assignmentefi.e.,s; is assigned a prefif;. In path-consistency, if
as, ={f1,[51, 82| }s1s s as, ={f1, [S1, -s Sn, Sn+1] } s, are digital signatures present with a
BGP routem=(f1, pn=[s1, .., Sn]), thenls, s, represents a statement thgt contains a
path segmerib, s2], As,.s, rEpresents a statement thatcontains a path segmelis, ss),
and so on. We next show how an AScomputes a confidence value or a beliejp ),
denoted()\(;..,,)), based om;’s ratings ofsy, .., s,, in the corroborating group. By defini-
tion, s;'s rating of s;, 1<j<n, represents;’s confidence in the assertian made bys; or
any subsed,, derived froma;, i.e.,b(As;)=b(as,) £ 7(s;). b(A[1..n)) is defined as:

r(s1) if n=1
b(Aj1.n)) = { 7(s2) + F - 7’(82)}} -7 (s1) if n=2 1)
r(sn) + [1=7(sn)] - bAp..(n-1y) i 023

Consistent with Dempster-Shafer theory [Dempster 196 afe&8h1976] of belief rea-
soning, properties of equation (1) include: i) endorsenfremh a fully distrusted AS (i.e.,
rated0) does not increase one’s confidence; ii) endorsement framiyatfusted AS (i.e.,
rated1) increases one’s confidence to maximum (ilg;,and iii) if no AS in the corrob-
orating group is fully distrusted or trusted (i.e., the mgtis 0<r<1), one’s confidence
increases but never reaches maximum.

For later cross-reference, Algorithm 1 describes how toeiase one’s confidence in
A[1..(n—1)] When an additional endorsement is obtained, e.g., fspmAlgorithm 2 de-
scribes how to reduce one’s confidence\jn ,,; when (without loss of generality,,’s
endorsement is withdrawn.

Version: September 20, 2005.



On Inter-domain Routing Security and Pretty Secure BGP (psBGP) : 9

Algorithm 1 Adding new endorsement from AS,
1. INPUT: b()\[l(n—l)])a T(Sn)

- OUTPUT: b(A[1..p)

Tt — T(Sn) + [1 - T(Sn)] . b()\[l..(nfl)])

returng¢)

AW N

Algorithm 2 Removing existing endorsement from AS
S INPUT: (A1), 7(5n)

: OUTPUT: b(/\[l..(nfl)])

t e b(A1..n))—7(5n)

1—7(sn)
returng¢)

=

R w N

3.2 AS Number Authentication in psBGP (G1)

Following S-BGP [Seo et al. 2001], psBGP makes use of a derstdaPKI for AS num-
ber authentication, with four root Certificate Authorit{gAs), corresponding to the four
existing RIRs. When an organizatidhapplies for an AS number, besides supplying doc-
uments currently required (e.g., routing policy, neighigrASes, etc.),B additionally
supplies a public key, and should be required to prove pegsesf the corresponding
private key [Seo et al. 2001; Adams and Lloyd 2003]. When ami@ber is granted t&

by an RIR, a public key certificate (ASNumCert) is also issisgghed by the issuing RIR,
binding the public key supplied b§ to the granted AS number. An AS numbss called
certifiedif there is a valid ASNumCertk, )z, bindings to a public keyk, signed by
one of the RIRST".

| | Jan Febl Mar| Apr[ May] Jun| Jul] Aug|
Start of month 16 55416 708 16 87917 15617 35017 538 17 699 17 884
Removed during monty  153| 137| 155 174 138 179 164 N/A
Added during month 307| 308 432 368 326/ 342 349 N/A

Table Il.  AS Number Dynamics from January 1 to August 1, 2004

The proposed PKI for authenticating AS numbers is pracfarahe following reasons.
a) The roots of the proposed PKI are the existing trustedoaitigss of the AS number
space, removing a major trust issue which is one of the mtistudt parts of a PKI: the root
of a PKI must have control over the name space involved inRiKdt Thus, RIRs are the
natural and logical AS number certificate authorities. Wenaavledge that non-trivial (but
feasible) effort might be required for implementing suchkd.B®) The number of ASes on
the Internet and its growth rate are relatively manageadgle Table Il). Considering there
are four RIRs, the overhead of managing ASNumCerts shoutdinly be manageable,
given that larger PKIs are currently commercially operagidGuida et al. 2004].

To verify the authenticity of an ASNumCert, an AS must hawettiusted public key (or
verifiable certificate) of the signing RIR. These few roostad public key certificates can
be distributed usingut-of-bandmnechanisms. ASNumcCerts can be distributed with BGP
update messages. An ASNumcCert should be revoked when thesponding AS number
is no longer used or is reassigned to another organizatssuek of revocation, though

Version: September 20, 2005.



10 . Kranakis, van Oorschot, Wan

extremely important, are beyond the scope of the presetrpap restrict comment to the
observation that revocation is a well-studied, albeitstillenging issue (e.g., see [Adams
and Lloyd 2003]). So far, we assume that every AS has the plbli certificates of RIRs
and can obtain the ASNumCerts of any other ASes if and wheassacy.

In discussion related to various proposals for securing,Bi@&e is much debate in the
BGP community on the architecture for authenticating thaiplkeys of ASes, particularly
on the pros and cons of using a strict hierarchical trust invslea distributed trust model,
e.g., a web-of-trust model [Zimmermann 1995]. We make usestfict hierarchical trust
model (with depth of one) for authenticating AS numbers dr&irtpublic keys to provide
a strong guarantee of security. Therefore, it would appedetdifficult for an attacker
to spoof an AS in psBGP as long as it cannot obtain the priveyeckrresponding to the
public key of an ASNumCert signed by an RIR, or the signingdegn RIR. In contrast, a
web-of-trust model does not provide such a guarantee. Gtbiees that arise with a web-
of-trust model include: trust bootstrapping, trust trémgy, and vulnerability to a single
misbehaving party [Maurer 1996; Reiter and Stubblebin€’1.99

3.3 BGP Speaker Authentication in psBGP (G2)

An AS may have one or more BGP speakers. A BGP speaker mustlberizad by an
AS to represent that AS to establish a BGP session with a B@Rksp in another AS.
In psBGP, an AS with a certified ASNumCert issues an operatipablic key certificate
shared by all BGP speakers within the AS, namely SpeakerBe3peakerCert is signed
using the private key of the issuing AS, corresponding topthiglic key in the AS’s AS-
NumcCert (see Figure 1). A SpeakerCertis an assertion madr By that a BGP speaker
with the corresponding private key is authorized to repreget AS. SpeakerCerts can be
distributed with BGP update messages.

We consider three design choices for BGP speaker authgatica) each BGP speaker
has a distinct key pair and is issued a unique public keyfiat®; b) group signatures
(e.g., see [Boneh et al. 2004]) are used, i.e., each BGP ephak a unique private key
but shares a common public key and public key certificate atitler speakers in the same
AS; or c) all BGP speakers in a given AS share a common pubiNedge key pair. We
propose the latter primarily for its operational simplicitChoice a) provides stronger
security in theory but requires more certificates, and died BGP speaker identities,
which may introduce competitive security concerns [Whitale2004]. Choice b) again
provides stronger security in theory, requires the samebeniof certificates, and does not
disclose BGP speaker identities, but involves a more coxrgistem, which we believe
significantly reduces its chances of being commerciallyptad and securely deployed.

The private key corresponding to the public key of a Speasdris used for estab-
lishing secure connections with neighbo$8.4), and for signing BGP update messages.
Therefore, it would most likely be stored in the communigatdevice associated with
a BGP speaker. In contrast, since the private key correspgrd the public key of an
ASNumCert is only used for signing a SpeakerCert arfédd,, it need not be stored in
a BGP speaker. Thus, compromising a BGP speaker at mosbskscihe private key of
a SpeakerCert, requiring revocation and reissuing of ak&p€art, without impact on an
ASNumCert. This separation of ASNumCerts from SpeakesQendvides a more con-
servative design (from a security viewpoint), and disti@sufrom RIRs to ASes (or their
delegated certificate service providers) the workload dffezte revocation and reissuing
resulting from BGP speaker compromises. In summary, an ASBkrt must be revoked
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if the corresponding AS number is re-assigned or the cooredipg key is compromised;
a SpeakerCert must be revoked if a BGP speaker in that AS igpmmonised, or for other
reasons (e.g., if the private key is lost).

3.4 Data Integrity in psBGP (G3)

To protect data integrity, BGP sessions between neighpé#es must be protected. Fol-
lowing S-BGP and soBGP, psBGP uses IPsec Encapsulatingitydeayload (ESP) [Kent
and Atkinson 1998b] with null encryption for protecting BG&ssions. Since many exist-
ing BGP speakers implement TCP MD5 [Heffernan 1998] with uskey configurations
for protecting BGP sessions, it must be supported by psBG#ebsIn psBGP, automatic
key management techniques can be implemented to improsetheity of TCP MD5 as
each BGP speaker has a public-private key pair (common spadikers in that AS).

3.5 AS_PATH Verification in psBGP (G4)

Regarding “ASPATH security”, different security solutions of BGP defindifferently.

In S-BGP, the security of an ABATH is interpreted as follows: for every pair of ASes on
the path, the first AS authorizes the second to further adesttie prefix associated with
this path. In soBGP [White 2003], it is defined as the plalisjfftnf an AS_PATH, i.e., if an
AS_PATH factually exists on the AS graph (whether or not thahpeds actually traversed
by an update message in question is irrelevant).

Since ASPATH is used by the BGP route selection process, greateraagsei of the
integrity of an ASPATH increases the probability that routes are selecteedass proper
information. Without strong guarantees of AATH integrity, an attacker may be able to
modify an ASPATH in a such way that it is still plausible in the AS graph @&ndlso more
favored (e.g., with a shorter length) by recipient ASes ttenoriginal path. In this way,
a recipient AS may be misled to favor a falsified route overexdrroutes, possibly influ-
encing traffic flow. Thus, in our view, it is not sufficient torifg only the existence/non-
existence of an AFATH if greater assurance of the integrity of an R&TH can be pro-
vided at acceptable cost.

We choose the S-BGP approach combined with the rating meshatescribed ir§3.1
to determine dynamically (at run-time) the number of diggstgnatures on an A®PATH to
be verified. We first give the definition glath-consistengythen present how to calculate
a confidence value in an ABATH.

DEFINITION 1 (PATH-CONSISTENCY). Let m=(f1,pr=I[s1,..,sx]) be a BGP route,
andsig;={f1,pi}s, be a digital signature generated by a psBGP-enabled BGPlspea
54, 1<i<k, where{p;},,=[s], .., s;,,] isthe path signed by;. {p;}, is consistent witl,
if {pi}s, consists of the first+1 ASes oy, (i.e.,s)=s1, .., sj, 1 =si+1) Whenl<i<k—1,
or consists opy, appended by another A% ; wheni=k.

DEFINITION 2 (SIGNED-PATH CONSISTENCY). Letm=(f1,pr=[s1,.., sx]) be aBGP
route, andsig;={ f1,pi}s,, sig;=1{f1,p;}s, the digital signatures generated by two psBGP-
enabled ASes; ands;, 1<i, j<k, onpy. {p;}s, and{p; },, are consistent if they both are
consistent withpy.

Two consistent signed patHg;},, and{p;}; contain common subset, ... For ex-
ample, if{p2}s,=[s1, S2, 83], {Pa}s.=[51, 52, $3, 54, S5], As,,s, COUlD be an assertion that
pr. contains the path segmedgt, s3] since bothsy ands, assert it in their signed path. As
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a result, one may expect the beliefig, ;, will increase, which may further contribute to
the belief inp; in some way. However, the definition of path confidence in pRB&more
restrictive. In psBGP, the belief ipy, b(pk), is defined as the sum of the belief of each
assertion thaty, contains a two-AS path segmenti + 1], 1<i<k—1, divided by the total
number of those path segments1.

DEFINITION 3 (PaTH CONFIDENCE). Letm=(f1, px=[s1, .., sk]) be a BGP route, and
Xs;,s:,., D€ the assertion thai;, contains a two-AS path segmest, s;11]. The belief in

pr is defined asb(pi) = 2 ij*l b(Nsi 5041 )-

The belief in the assertion,, ,,,, thatp, contains a two-AS path segmegt, s;41] is
obtained exclusively from the signed pathsdyands; 1 (i.e., {pi}s,, {pi+1}s.,, SinCE
two ASes have authority over the path segment between thessselhe signed path by
another AS, e.gs;+2, may also contairs;, s;11], but it does not contribute to the belief
in A, .54, SiNCes; o apparently does not have authority o€r s;1| and its signed path
may be dependent on the path signedpgr s; ;.

If one AS on[s;, s;+1] is non-psBGP enabled and does not digitally sign its path, th
belief in As;, s;+1 is then solely derived from the signed path of the other A®weither
of them has signed the path, i.€p;}s, and{pi+1}s,., are null, there is no evidence to
believe), s, ,. In this caseh(\, s, ,) is set to0.

In psBGP, a minimum of two digital signatures must be veriffetivo or more are
present on an A®ATH p,.. The exact number of digital signatures to be verified depend
on a verifying ASsy1's ratings of the ASes which have signgd and a local configurable
confidence threshol@. ., >0. Verification ofp,, starts from the digital signature generated
by the last ASs;, onpi, and moves toward the first A§. Upon a digital signatureig;
verifying successfully, i.esig; is valid and{p; }s, is consistent wittp, the belief in the
assertion\, ..., (1<i<k—1) thatp, contains[s;, s;11] is recomputed (using Algorithm
1) and the current belief ip;, is updated (see Definition 3). #py) is no less thery1's
confidence threshol} 1, i.e.,b(pr)>0k+1, thenpy is accepted. Otherwise, more digital
signatures are verified (see Algorithm 3) until:

Si+1

a) one digital signature verification fails, in which cages rejected; or
b) b(pi)>6k+1, in wWhich casey, is accepted; or

c) all digital signatures present @p have been verified successfully, in which cages
accepted regardless &fpy ).

Examining Algorithm 3 (line5), note that if9;; is set to a value higher than then
since0<b(py)<1, b(pi) will always be less thafl;,;. i>1 remains true until all digital
signatures are verified. Thus, to always verify all digitghsitures present on any received
AS_PATH for maximal assurance of path integrity,; ; can se¥;;>1 (e.g.,0x11=1.1).

If 0x+1=0, b(px)<0Or+1 is always false. Once two digital signatures have been edrifi
successfullyn<2 remains false. Thus, no additional digital signature wél \erified.
Such a configuration meets the minimal requirement by psB@Pazhieves maximal
efficiency. For0<6;,1<1, the number of digital signatures on an &£8TH to be verified
depends oRry_1's rating of each signing AS on the path.

Such configuration flexibility is in line with the recommettida that “a good initial
solution is one that can easily be upgraded to handle inedetiseats” [Bellovin et al.
2005]. For example, an AS with constrained hardware ressue.g., CPU) can choose
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Algorithm 3 AS_PATH Verification (bysg+1)
1: GLOBAL: thresholdy1; sx41's trust ratings(s1), .., r(sx)
2: INPUT: k, pr. = [s1, .., Sk]; Sig1, .., Sigk
3: OUTPUT: ACCEPT or REJECT the ARATH py,
44— kin—0;b—0 [*brepresentd(py) */
5: while: > 1and ¢ < 61 0rn < 2)do

6: if sig; = ¢ then

7 xz 0 [* s5; has no contribution to belief i, _, o, or A, .., */
8: dseif sig; fails verificationthen

9: return(REJECT)

10: else

11: n—n+l;z — r(s;)

12:  endif

13:  if i =k then

14: by «— 0;b1 «— 2 [*initial beliefin A;, | 5, */

15:  eseif2 <i < k-1then

16: by < Algorithm1(z,b;) /*final beliefin A, 4, ., */
17: by <« [*initial beliefin X, , s, */

18: eseif i =1then

19: by < Algorithm1(z,b1) /*final belief in A, 5, */
20: endif

21 b(pk) « blpr) + 22y 1* update belief inp;, */

22:  1+—1—1

23: return(ACCEPT)

to verify fewer digital signatures on an ABATH by setting a lower threshold, while other
ASes may choose to verify more or all digital signatures oigaesi ASPATH to achieve
a higher assurance of ABATH integrity.

We refer to psBGP AFPATH verification asstepwise integritywhich allows confi-
dence ratings on A®ATH integrity to be formed based on local parameters, aidout
requiring all ASes on the ARATH to digitally sign the path, nor verification of all digit
signatures present. In contrast, the S-BGPP¥gH verification approach providdall
integrity, but requiring full adoption of S-BGP by all ASes on the patld aerification of
all digital signatures present.

4. PREFIX ORIGIN AUTHENTICATION IN PSBGP (G5)

We start with descriptions aPA Ls and MultiASCerts, and then introduce how to build
from them anAS prefix graph We then describe how psBGP uses an AS prefix graph to
verify the propriety of prefix origin in the two cases per GEh3.

4.1 Prefix Assertion Lists (PALs)

Facing the difficulty of building a centralized infrastrucg for tracing changes in IP ad-
dress assignments (recgdl), psBGP uses decentralizegpproach for verifying the pro-
priety of a prefix assertion by cross-checking its consistemith endorsements from the
neighbors of the asserting AS.

In psBGP, each AS; creates and signs an ordeqadfix assertion lis(pal;), consisting
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10.1716 102716 (10.1/16, A), (10.2/16,B), (0.C), (192.3/16,D)}

{

{(10.2/16, B), (0,A), (10.3/16,C), (10.2.1/24,E)
{(10.3/16, C), (10.1/16,A), (0,B), (10.2.1/24,E)
{
{

A

B

192.3/16 c

(192.3/16, D), (0,A)}

10.3/16 10.2.1/24  ((10.2.1/24, E), (0.B), (0.0)}

Fig. 2. A small AS graph with IP prefixes aréid Ls (0 denotesp)

of a number of tuples of the fornp(efixesASH, i.e.,pal;={(F;, $;), (F1,51), -, (Fn, $n)}s;s
where for the componentsd, s;), 1<j#i<n, s;€N(s;) ands;<s;y1. The first tuple
(F;, s;) is an assertion by; of its own assigned prefixel; (referred to agprefix asser-
tiong); the rest are ordered by AS number, and are assertionsdfyprefixes assigned to
each ofs;’s neighbors (referred to gwefix endorsementsif s; chooses not to endorse
any prefix for a neighbos; or has no information o§;’s prefix assignments;; simply
declares null in its prefix endorsement gt Thus,(F}, s;)s, (Fj=¢) simply asserts that
s; is a direct neighbor of; (see Figure 2). I§; is not willing to disclose thag; is a direct
neighbor,s; can leave out frompal; the prefix endorsement fa.

DEFINITION 4 PREFIX-CONSISTENCY. Let(f;,s;)s, be a prefix assertion by, and
(fi,s})s, a prefix endorsement by;. (f;,s;)s, is consistent with(f;, s;),, denoted by
(fi,s5)s;=(fi,s1)s;, if they are regarding the prefix assignment of the same ASsji=s;,

and f/ is equal to or a superset ¢f, i.e., f/ D f;.

Inferred from Definition 4, f;, s}), is not consistent witfi f;, s;),, if 1) they are re-
garding the prefix assignment of different ASes; 2) they lmibmutual intersection, i.e.,
finfi=¢; or 3) f! is a proper subset gf, i.e., f/C ;. In case 3, whilef/ and f; do share

a common subset which i§, they are not considered consistent in psBGP for the sake
of simplicity of AS prefix graph maintenance. In psBGP, prafonsistency is checked
between a prefix assertion and an endorsement, but not betweerefix endorsements.

While an AS is free to decide for which neighbors it providesfix endorsements and
from which to solicit prefix endorsements for itself, we regoend that a provider AS en-
dorse prefixes for a customer AS, possibly becoming a part exsting service agreement
which includes not only physical network connectivity botwnalso prefix endorsements.
Two neighboring ASes with a peer relationship have freedmatecide how one will en-
dorse prefix assertions made by the other. Prefix endorssmetteen two peering ASes
might beasymmetricin the extreme case, A§ may endorse all prefixes assigned to a
peering ASs;, while s; endorses no prefix assigneddp It is important to allow such
flexibility. In the core of the Internet, one AS may peer witlamy others, some of which
may be assigned a large number of prefixes. It would be ustiealo expect an AS to
have full knowledge of all prefixes assigned to such a peewdder, an AS might be able
to establish a certain level of confidence in a subset of thfixas assigned to some of its
neighbors. Thus, an AS can distribute such positive (alisitial) evidence to facilitate
other ASes to make a better decision in prefix origin autleatitn. It is an AS’s own
responsibility and in its own interest to ensure that itsgeesd prefixes are endorsed by
some of its neighbors or by an RIR.

As a new requirement in psBGP, each AS is responsible foyicarout some level
of due diligence off-line: for the safety of that AS and of thkole Internet, to increase
its confidence that the prefixes it endorses for a direct meighre indeed assigned to
that AS. We suggest the effort required for this is both fisile and practical, since two

Version: September 20, 2005.



On Inter-domain Routing Security and Pretty Secure BGP (psBGP) : 15

neighboring ASes usually have a business relationship g@traffic agreement) with each
other, allowing some level of off-line direct interactioand the establishment of some
level of trust. For examples; may ask a neighboring AS; to show the proof that a
prefix f; is in fact assigned ta;, or may ask a senior official of the neighboring AS
organization to provide a formal letter asserting the oizgtion’s prefix claim. Publicly
available information about IP address allocation andgiglen may also be helpful.

A PAL may be distributed along with BGP update messages in newlpedtpath
attributes [Kent 2003], which are optional and transitive.non-psBGP enabled BGP
speaker which does not understand these newly definedusttsimeed not process them
but must propagate them. ThuR4 Ls travel through non-psBGP enabled BGP speakers
to reach psBGP-enabled ones. Each psBGP-enabled BGP spaakéen construct and
update its AS prefix graph from receivétl Ls (seet4.3).

4.2 Multiple-AS Certificate (MultiASCerts)

Ideally, two PA Ls issued by two neighboring ASes are based on independerdalatzes,
and consequently, with high probability (in the absenceafitision), a prefix erroneously
asserted by one AS will not be endorsed by any of its neighbblewever, there are
some organizations owning multiple ASes, and it is a commmaetce for a multi-AS
organization to use a single centralized database for géngirouter configurations for all
of its owned ASes. Thus, it is possible thad Ls issued by two neighboring ASes owned
by a common organization would also be created from a sirgi¢ralized database. If a
prefix is erroneously entered into such a database, it mightip with a pair of erroneous
yet consistent prefix assertion and endorsement, intragucsingle point of failure. We
recommend that “best practice” in psBGP requires that an BtSio prefix endorsement
from another AS owned by a different organization. As a rex@mded BGP local policy,
an AS should ignore a prefix endorsementshyor s; if both s; ands; are known to be
owned by a common organization.

To facilitate the distribution of the knowledge of AS own@psby a multi-AS organiza-
tion, psBGP makes use of a new certificate, namely MultiASQecall Figure 1), which
binds a list of ASes owned by a common organization to the naintleat organization,
and is signed by an RIR. Prefix endorsements pfor s, should be ignored i§; ands;
appear on a MultiASCert. In this way, human errors by a miiorganization regarding
a prefix that is assigned to another psBGP-enabled AS andsaulby an independent
neighboring AS will not result in service disruption of thakfix in psBGP (se&4.4.1).

4.3 AS Prefix Graph

We introduce as a new concept tA& prefix graphwhich contains information about
AS connectivityAS prefix assignmentsr prefix-AS bindings), andatings of AS pre-
fix assignments. An AS prefix graph, constructed by eachsASs an attributed graph
G.=(V,E,H), whereV={s,} is a set of AS numberdy={e;; } is a set of edges (BGP
sessions) withe;; connectings; to s;, andH: V—W is a function mapping each A§

to a set of three-dimensional variables, which specifiesRharefixes asserted hy, and
supporting evidence; we call (s;) the APAS sefassociated prefixes and support) $or
More precisely,H (s;)={(fz, bz, Cx)}, wheref,CP is an IP prefix,b,<[0, 1] represents
s.'s confidence thaf, is assigned ta;, andC is a list of ASes asserting and endorsing
the prefix assignmertf,, s;). We next present how each psBGP-enabled AS constructs
and updates its own AS prefix graph based onftHé.s and MultiASCerts it has received.
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4.3.1 AS Prefix Graph ConstructionAn AS prefix graph is initialized to null before
the BGP speaker receives afyl L (e.g., when it first connects to the Internet). All BGP
speakers within an AS build their own AS prefix graph indepmly. An ASs,. builds its
AS prefix graphG.=(V, E, H) from the firstpal; received from each; on the Internet
by performing the following tasks: a) adding and all of its declared neighbors i6;

b) adding toF an edge frons; to each of its declared neighbors; c) updatiigs;) for
each of the prefixes asserted 4y d) updatingH (s;) for each of the prefixes asserted by
s;€N(s;) and endorsed by;. See Algorithm 4 for the details argd.3.3 for an example.

Algorithm 4 AS Prefix Graph Construction (for AS)

1: GLOBAL: G.=(V, E, H); existing PA Ls; {r.(s;)|s; is an AS on the Internét
2: INPUT: pal;

3: OUTPUT: updated AS prefix grapty'.

4: [* F;, N(s;) are prefixes and neighbors asserted bfpr itself in pal; respectively */
5 V «— VUs;; H(si) «— ¢

6: for eachf, € F; do

T (fwvbwvcw) — (fI,T(Si),{Si})

8. for eachs; € N(s;) do

9: V «— VUsj;, E « EUe;;

10: for each prefix endorsemeft, s), in pal; do

11 * recall Definition 4 */

12: if (f,s)s, = (fe,5:)s, @ands;, s; are notin a common MultiASCethen
13: by < Algorithmi(b,, r(s;)); Cp — CyUs;

14:  H(s;) < H(s)U(fz,bs,Cs);

15: for eachs; € N(s;) do

16:  retrieve APAS sefi(s;) = {(fy, by, Cy)}

17:  for each(f,,b,,Cy) € H(s;) do

18: for each prefix endorsemefit, s);, in pal; do

19: if (f,s)s; = (fy,55)s; @nds;, s; are notin a common MultiASCethen
20: by — Algorithmi(b,, r(s;)); Cy — CyUs;

21 H(s;) — H(s)U(fy.by. Cy)

22: return

4.3.2 AS Prefix Graph UpdateHere we describe how to update an AS prefix graph
from a newly receivegal which replaces an existingu/; that has been previously used
to construct or update an AS prefix graph. The prefix-AS bigsliim pal; andpal] can
be divided into three categorieemoved, unchangedndadded A removed prefix-AS
binding appears ipal; but not inpal’; an unchanged one appears in both; and a newly
added one appears jml; but not inpal;. Updating an AS prefix graph is performed in
two phases (see Algorithm 5 for details) as follows:

(1) Removing prefix-AS bindingl§ a removed prefix-AS binding is an assertiQfi,, s;)s, .
made bys; for itself, it is simply removed from the graph. If it is an exdement,
(fy>55)s:, DY s; fOr s;€N (s;), the confidence ir;’s assertion off, must be updated
(using Algorithm 2).
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(2) Adding prefix-AS bindingdf an added prefix-AS binding is an assertigf,, s;)s, ,
made bys; for itself, a confidence value must be computed(fty, s;)s, (using Algo-
rithm 1). Ifitis a prefix endorsementtf,, s;),, and(fy, s;)s, exists in the graph, the
confidence ir(f,, s;)s, must be updated (using Algorithm 1).

Algorithm 5 AS Prefix Graph Update (for AS.)
1: GLOBAL: G.=(V, E, H); existing PALs; {r.(s;)|s; is an AS on the Internét

2: INPUT: pal]

3: OUTPUT: updated AS prefix grapty'.

4: I* N(s;) is the set of neighbors asserteddyor itself in pal; */
5: [* Removing prefix-AS bindings */

6: for each prefix assertiofy, s;)s, in pal; that is not inpal; do

7. retrieve the APAS sel (s;) = {(fz, b2, C2)}

8  H(s;)<—H(s;) — (fz,bs, Cy) I* set subtraction */

9: for each prefix endorsemefif,, s;)s, in pal; that is not inpal; do
10:  retrieve the APAS sell (s;) = {(fy, by, Cy)}

11:  if H(s;) # ¢ ands; € Cy, then

12: by — Algorithm2(b,,r(s;)); Cy «— Cy — s

13: for eachs; in N(s;) thatis notinN(s;)’ do

14: E—F— €55

15:  if s; has no neighbor or prefix assignmentia then

16: V—V-s

17: /* Adding prefix-AS bindings */

18: for eachs; in N(s;)’ thatis notinN(s;) do

19: V — VUSj; E — EUeij
20: for each prefix assertiofy., s;)s, in pal; thatis not inpal; do
21 (fwvbwvcﬂﬂ) — (fm,T(Si),{Si})
22:  for eachs; € N(s;)’ do
23 for each prefix endorsemeft, s), in pal; do
24: if (f,5)s; = (fe,5i)s; ands;, s; are not in a common MultiASCethen
25: by « Algorithmi(b,, r(s;)); Cp — CyUs;
26: H(Sl) — H(Sz)U(fm,bm,Cm)
27: for eachs; € N(s;)’ do
28: for each prefix endorsemefi, s;)s, € pal; thatis notinpal; do
29: retrieve APAS sef (s;) = {(fy, by, Cy)}
30: for each(f,,b,,Cy) € H(s;) do
3L if (f,sj)s; = (fy,s5)s, ands;, s; are notin a common MultiASCethen
32: b, — Algorithmi(b,, r(s;)); C, — CyUs;
33: return

4.3.3 Example 1.Figure 3 illustrates Algorithm 4 for an AS D. Assumgfully trusts
its service provided (i.e.,r(A)=1), and partially trusts the other ASeg B)=r(E)=0.5, r(C)=0.8).
The AS prefix graph is constructed based on the followiid.s received byD in order
(here we focus on the construction of the APAS set):
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Fig. 3. Construction of an AS Prefix Graph by AS D (see Exaniple

palp={(192.3/16, D), (¢, A)} p,
pala={(10.1/16, A), (10. 2/16 B), (4,C),(192.3/16, D)} 4,
palp={(10.2/16, B), (¢, A), (10.3/16,C), (10.2.1/24, E)} p,
palo={(10.3/16,C), (10.1/16, A), (6, B), (10.2.1/24, E) o

palp={(10.2.1/24, E), (¢, B), (¢, C)} &.

D starts fronpalp issued by itself, and updates the graphVds:{D, A}; E={epa};
and H(D)={(192.3/16,1.0, {D})}. After receivingpal4, D initializes H(A) to
{(10.1/16,1.0,{A})} (Algorithm 4 (line7)). SinceA endorsed’s prefix assertion,
H(D) is updated t0{(192.3/16,1.0,{D, A})}. While A also endorse®’s prefix
assertion, no action is taken at this time siizZbas not receivegdalz.

After receivingpal s, D initializes H(B)={(10.2/16,0.5,{ B})}. SinceA endorses
(10.2/16, B), Algorithm1(0.5, 1.0) is called to updat®'’s confidence irf{10.2/16, B),
andH (B) is updated td (10.2/16,1.0, {B, A})}.

After receivingpalc, D initializes H(C)={(10.3/16,0.8,{C})}. SinceB endorses
(10.3/16, C'), Algorithm1(0.8, 0.5) is called to updat®’s confidence ir(10.3/16, C')
t00.9,andH (C) is updated td (10.3/16, 0.9, {C, B})}. SinceC endorsesi’s prefix
assertion, Algorithm1l(0,0.8) is called to updateD’s confidence in(10.1/16, A),
which does not change since it already has maximal valui¢see above)H (A) is
updated to{(10.1/16,1.0, {4, C})}.

After receivingpalp, D initializes H(E)={(10.2.1/24,0.5,{E})}. Since B en-
dorses(10.2.1/24, E'), Algorithm1(.5,0.5) is called to updateD’s confidence in
(10.2.1/24, FE) t0 0.75. SinceC also endorsefl10.2.1/24, E), Algorithm1(0.75, 0.8)
is called to further updat®’s confidence i{10.2.1/24, E) t0 0.95. As aresultH (F)
is updated tq (10.2.1/24,0.95,{E, B,C})}.

4.4 Prefix Origin Authentication

Here we describe how to perform prefix origin authenticatisimg an AS prefix graph.

4.4.1 Verification of Prefix Assignmenfwo configurable thresholds, denoted by

(sufficient confidengeand g; (sufficient claimanfs are used by each psBGP-enabled AS
s; for verifying the propriety of prefix assignments; is a threshold defining a sufficient
confidence level by; in a prefix-AS binding before it can be considered proggrde-
fines a sufficient number of ASes which assert and endorsdia-g@ binding before the
binding can be considered proper by In other words, a prefix-AS bindingf;, s;) is
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verified as proper by; if s;'s confidence in(f;, s;) is at leastky;, or (f;, s;) is asserted by

s; and endorsed by at leagf—1 other ASes. More specifically, a non-aggregated route
(f,[s4,.-]) originated by a psBGP-enabled A$ is verified by another psBGP-enabled
AS s; asproperif a) there existg f,, b;, Cy)€H(s;); b) by >cy; or |Cy|>6;; and ¢€)f C f.
Algorithm 6 specifies this explicitly.

Algorithm 6 Verification of Prefix Assignment (by an AS)
1: GLOBAL: G; = (V,E,H); a;; 3;

2: INPUT: The BGP routen = (f;,p = [s;,..])

3: OUTPUT: ACCEPT or REJECT;’s origin of f;

4: retrieve the APAS sell (s;) = {(fz, bz, Cy)} from G;
5. for each(f;,b,,Cy) € H(s;) do

6 if (bo>a; OF |C,|>5) and f;C £, then

7 return(ACCEPT)

8: return(REJECT)

«; andg; are independent and in conjunction provide extensive fiityiba,; =1 allows
s; to immediately accept a prefix assertion by a fully trusted(i’s, without any neighbor
endorsement), while prefix assertions made by partialstétiASes require endorsements
from a sufficient number of neighbors; and; can also be configured such that only one
or neither takes effect. For exampte,>1 andg; >1 allows ; to always take precedence
since the maximum confidence in a prefix assertioh. iD<«o; <1 and 5;=cc has the
opposite effecta; =0 and3;=0 emulate the existing non-secured BGP behavior (i.e., any
prefix originated by any AS is considered as proper).

During the early stages of psBGP deployment, when only alsmaiber of ASes have
deployed psBGP, we recommefig=1 for each psBGP-enabled AS. In other words, a
psBGP-enabled AS; allows another psBGP-enabled Agto originate a prefixf; if f;
is asserted ipal; even it is not endorsed by any neighbor. This reflects thetyehht
early psBGP adopters might not have any psBGP-enabled bmighand it offers some
level of assurance (albeit limited). For example, a compsechBGP speaker within a
psBGP-enabled AS; cannot be used to hijack prefixes assigned to other ASessunles
keying material required for issuing:/; is also compromised. In addition, the existence
of a public statement about an assertion provides someaas=rin that this might carry
some weight in legal dispute or affect business reputat@®§6.1.2 for more discussion
on incremental benefits arg8.2.3 on limitations of psBGP.

After a majority of ASes have deployed psBGP, we recommegre, i.e., a psBGP-
enabled ASs; allows another psBGP-enabled A$to originate a prefixf; only if f; is
asserted ipal; and is endorsed by one gf's neighbors 3;= 2 is resilient to some errors
resulting from a single AS. For example,df mistakenly asserts a prefikin pal; and
announceg via BGP, this would not result in service disruption of thgitenate owner of
f as long as;;’s assertion off is not endorsed by any neighbor. Howevgr=2 remains
vulnerable to two-party collusion. More generallyf, = k>2 resists collusion byt—1
parties. Largep; renders a stronger assurance in the propriety of a prefigrasgint, but
trades off performance and results in higher maintenaneghead (se§6.3.4).
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4.4.2 Verification of Prefix AggregationSuppose AS; is assigned a set of prefixes
F;. When receiving a set of routes with a set of prefikgsthe BGP specification [Rekhter
and Li 1995] allowss; to aggregaté into a single prefixf, to reduce routing information
to be stored and transmitted. We cfjlanaggregated prefixs; can aggregaté; into f,
if one of the following conditions holds: X)f;C f,, fiCF1; or 2)Vf;C fy, fi CF1UFs.

In case 1)s; must be assigned a set of prefiXgs which is a superset of the aggregated
prefix f,. Most likely, f, is one of the prefixes assigneddo, i.e., f,€Fy. This type of
aggregation is sometimes referred to as pnefirigination From a routing perspective,
prefix re-origination does not have any effect since traffistthed to a more specific prefix
will be forwarded to the re-originating AS and then forwatde the ultimate destination
from there. From a policy enforcement perspective, prefigrigination does have an
effect since the ASPATH of an aggregated route is different from any of the R&THs
of the routes to be aggregated. Since_P&TH is used by the route selection process,
changing ASPATH has an impact on route selections. From a security petisg, prefix
re-origination is no different than normal prefix origiratisince the aggregated prefix is
either the same as, or a subset of, the prefix assigned by ¢negaging AS. Thereforef,,
can be verified using the mechanisnti4.1.

In case 2)s; is not assigned the whole address space of the aggregatedfyreThere-
fore, f, cannot be verified in the same way as for prefix re-originafienfacilitate verifi-
cation of the propriety of route aggregation by a receiviry AsBGP imposes a new re-
guirement: the routes to be aggregated must be suppliectagiiregating AS along with
the aggregated route. This approach is essentially sitaildrat taken by S-BGP. Trans-
mission of routes to be aggregated incurs additional né&tweerhead, which is something
BGP tries to reduce. However, we view such additional ovehie be relatively insignifi-
cant given that modern communication networks generalig fiégh bandwidth and BGP
control messages account for only a small fraction of siibsctraffic. The main purpose
of route aggregation is to reduce the size of routing talles,reducing storage require-
ments; note that this is preserved by psBGP.

4.5 Route Selection Algorithm

In standard BGP, when a BGP speaker receives two valid rovitashe same destina-
tion prefix, a route selection process is invoked to deteemihich is preferable. In what
follows, a prefix-AS binding of a route means the binding af firefix and the AS that
originates that route. psBGP adds two new rules: one givefemmce to a route whose
prefix-AS binding has more neighbor endorsements, and ter ti a route whose prefix-
AS binding is rated higher. These two new rules are addedlimtdourth and fifth places
in BGP route selection algorithm [Rekhter and Li 1995] togemwe existing traffic engi-
neering practices which usually emplycal_pref, as_path andmed (mult_exit_disc).

Note that the higher-numbered rule is followed if the lomembered rules result in a tie.

1) Select the route with a higher degree of preferenceaileigheriocal_pref value.
2) Select the route with a shortes_path.

3) Select the route with a lowetied value if they have the sameeat_hop.

4) Select the route whose prefix-AS binding is endorsed by neigélmors.

5) Select the route whose prefix-AS binding is rated higher.

6) Select the route with a lower intra-domain routing cosh®next_hop.
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Ongoing work [Retana and White 2002] suggests to allow castedefined rules to be
inserted anywhere in the standard BGP route selectionitiigurlf this is implemented in
psBGP, customers with high security requirement can chimos®ve psBGP-related rules
up to an appropriate decision point, e.g., as rules 1 and 2.

5. SECURITY ANALYSIS OF PSBGP

We first analyze psBGP against the listed security goals fdmWe then discuss how
psBGP counters selected BGP threats.

5.1 Meeting Specified Security Goals

The analysis below clarifies how the proposed psBGP meahaniseet the specified
goals, and by what line of reasoning and assumptions. Whdébalieve that mathe-

matical “proofs” of security may often be based on flawed ag#ions or models (e.g.,

see [Koblitz and Menezes 2004]) that fail to guarantee “ggcun any real-world sense,

they are nevertheless very useful, e.g., for finding secftlgtvs, for precisely capturing

protocol goals, and for reducing ambiguity, all of whichrease confidence. We thus
provide outlines of such formalized reasoning, as a comefdro alternative methods of
increasing confidence.

PROPOSITION 1. psBGP provides AS number authentication (G1).

Proof Outline Foran AS numbes to be certified, psBGP requires an ASNumGégt s);—
SinceT (i.e., an RIR) controls, and is the trusted guardian of AS numbers (by assump-
tion), any assertion made lyabouts is proper. Thugk;, s)z—is proper. In other words,

s is an AS number certified by, andk; is a public key associated withcertified byT".
More formally? (7' controlss) A (ks, $)im = (ks s) is a proper binding.

PROPOSITION 2. psBGP provides BGP speaker authentication (G2).

Proof Outline For a BGP speakey to be accepted as an authorized representative of an
AS s, psBGP requires an ASNumCg#, s);.—, a SpeakerCettk, s); -, and evidence that

g possessek,. By Proposition 1(ks, s)ﬁ establishes thatis an AS number certified by

T andk; is a public key associated withcertified byT". Similarly, (k., S)ki establishes
thatk/, is a public key associated withcertified bys. Evidence that possesses, (i.e.,

an appropriate digital signature generatedghysing /) establishes thaj is authorized

by s to represent. Thus, the Proposition is established. More formallycpntrolss) A

(ks, 8) = (ks, s) is a proper binding(ks, s) is properA (kg, s)k, = (kg s) is proper
binding; (k’, s) is properA g possessel, = g is authorized bys.

PROPOSITION 3. psBGP provides data integrity (G3).

Proof Outline psBGP uses the IPsec Encapsulating Security Payload (K8R) and
Atkinson 1998b] with null encryption for protecting BGP s&ss, and relies upon IPsec
ESP for data integrity. Thus this provides data integritpiiactice, to the extent that one
can rely on practical implementations of IPsec ESP.

PROPOSITION 4. psBGP provides assurance of RB8TH authentication (G4).

2Here we adapt BAN-like notation, modified for our purpose (Burrows et al. 1989; Gaarder and Snekkenes
1991; Gligor et al. 1991)).
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Proof Outline Let my=(f1, px) be a BGP route, wherg,=|[s1, .., sx], andmy, is origi-
nated or forwarded by a BGP speakegjn For simplicity, we refer to an AS instead of a
BGP speaker within that AS. In psBGP, the integrityppfimplies thatm; has traversed
the exact sequence #f, .., s,. We next use induction on path length to show that psBGP
provides ASPATH integrity when all ASes on an ABATH are psBGP-enabled and the
verifying AS chooses to verify all digital signatures on ffah, followed by discussion of
other cases.

(1) If k=1, psBGP requires that fer, to acceptn,, so must receive a valid digital signa-
turesigy = {f1,[s1,s2]}s,, Which serves as a signed assertion thadriginatedm;
(and advertised it t2).

(2) Assume whek=n>2, there exist digital signaturesg , .., sig, which assert that.,,
indeed traversed the exact sequence, of.,, s,,. Whenk=n+1, we need to show that
mp+1 has traversed from, t0 s,,+1 and exiteds,, 1. sign, = {f1, [$1, -, Sn, Sn+1] }s,
asserts that,, forwardsm,, to s,,+1. pSBGP requires that, ., digitally signsm,,+1
by generating a digital signatuséy, 1 = {f1, [s1, ..., Sn+1, Sn+2)}s,,. Which serves
asthe evidence that, . is advertised by,, ; to another AS,, 5. In summarysig,,
asserts that,, traversed frons,, to s, 11, andsig, 1 asserts that,, is transformed
by s,,+1 tom, 1 which traversed throug, ., to another AS. Thus, the above three
steps establish Proposition 4 when all ASes on anPASH are psBGP-enabled and
the verifying AS verified all digital signatures on the path.

Partial ASPATH integrity. If an AS chooses not to always verify all digital signatures
on the path (i.e., setting<1, or some digital signatures are missing; see Algorithm 3 and
§3.5), full integrity of the path is not guaranteed. For ex@enfet py=[s1,.., s, .., Sk].

If an AS only verifies the digital signatures generated by #\8em s; to s, only the
integrity of that the path segment is protected. The patmfse to s;_; can be falsi-
fied if all ASes froms; to s, are in collusion. As another example, consider the route
m=(f,[s1, s2, s3, s4]) with only s psBGP-enabled. The digital signature generated by a
well-behaveds, { f, [s1, s2, s3] }s,, COversthe patfsy, s2, s3]. In other words, a malicious
AS cannot compromise the integrity[8f, s2, s3], butit can insert any non-psBGP enabled
AS afterss or modify s, to another non-psBGP enabled AS. In additipn, s3, s3] can

be removed or replaced as a whole with other non-psBGP ahaldes.

We next establish Proposition 5. As discusseéidrl, psBGP uses a rating mechanism
to provide the flexibility to allow an AS to fully trust an AS an RIR, thus accepting their
prefix assertions without requiring additional endorsetnelive recommend that no AS
should be fully trusted unless there is strong reason to dingbe rest of our analysis, we
assume that a verifying A§ does not immediately trust any other A In other words,

s; rates every other AS; with a value lower than its confidence threshold, irg(.s;) <.
Before presenting Proposition 5, we establish two Lemmas.

LEMMA 1. Assuming that no two ASes are in collusion (Afhen psBGP with thresh-
old 3=2 provides reasonabfeassurance of prefix assignment verification, i.e., a prefix
assignment that is verified as proper is, with reasonablemsge, proper.

3See§5.2.3 for discussion of examples where this collusion agsiom (A1) may not hold.
4By reasonable, we mean to emphasize that our claim is relaiour threat model and assumptions (e.g., see
§5.2.3); we cannot claim absolute security (which we do nbéebe exists in the real world.
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Proof Outline Consider the BGP route=(f, [si, ..]). For f, to be verified as assigned
to s;, psBGP requires that for sonfg

(R1) prefix assertiori f;, s;)s, €Xists; R2) (f;, si)s;=(fi, si)s, €Xists fors;€ N (s;);
(R3) s;,s; do not appear in a common MultiASCert; arR¥) /. C f;.

R1, R2, and R3 establish th#t is assigned te;, and R4 shows thaf, is a subset of
fi- Supposef; is not assigned te; but is verified as such (i.e., R1-R4 are met). For this
statement to be true, the following statements must be tffig:s;)s, is improper; and
(fi,8:)s, is improper. Sincéf;, s;)s, and(f;, s;)s, are improper and consistent,ands;
either share a common false data source (H1) or they aredsresiin collusion (H2). R3
reduces the likehood of H1, and H2 is ruled out by assumptibn Phus, the statement
that f; is not assigned te; but is verified as such is, with reasonable assurance, ret tru
In other words, iff; is not assigned te;, it will, with reasonable assurance, not be verified
as such. Equivalently, if; is verified as assigned tq, it is, with reasonable assurance,
assigned t@;. This establishes Lemma 1.

LEMMA 2. psBGP provides reasonable assurance of IP prefix aggregagdfication.

Proof Outline Let f, be a prefix aggregated by AS from a set of route$m,;=(f;, p;)|p; =
[si,...]} received bys,. psBGP requires that fof, originated bys, to be verified as
proper,s, must either own a prefix, such thatf, C f, (verified by Lemma 1), or pro-
vide evidence that, has in fact receivedm;} and f, C U{f;}. Valid digital signatures
from each AS orp; can serve as evidence thathas receivedm;} (see Proposition 4).
If f, CU{f:}, thens, aggregateg, properly. Ifs, cannot provide the required evidence,
s,'s aggregation of, is verified as improper. This establishes Lemma 2.

PROPOSITION 5. psBGP provides reasonable assurance of IP prefix origima#a-
thentication (G5), i.e., an A§’s origination of a prefixf is, with reasonable assurance,
verified as proper iff is assigned ta; or is aggregated properly by; from a set of routes
received bys;.

Proof Outline Lemma 1 allows prefix assignment verification, and Lemmadesl prefix
aggregation verification, thus establishing Proposition 5

The above results (Propositions 1-5) establish the psBGRiseproperties, as sum-
marized by Theorem 1 (c§2.3).

THEOREM 1 (PSBGP SECURITY PROPERTIEY. psSBGP achieves the following five se-
curity goals: AS number authentication (G1), BGP speakéhewntication (G2), data in-
tegrity (G3), ASPATH authentication (G4), and prefix origin authenticat{@b).

5.2 Countering Selected BGP Threats

We first consider how psBGP detects false prefix originatiand next discuss how psBGP
reacts to possible new threats arising from proposed ggenechanisms in psBGP itself.
We also discuss some attack scenarios which are not addiapesBGP.

5.2.1 Detecting False Prefix OriginWe consider three cases in which an AS may
originate routes for a prefix which is actually assigned tother AS.

MALICclous ATTACK. A malicious AS may hijack a prefix from another AS to attract
its traffic. An AS is considered malicious if one or more BGRakers within that AS are
compromised, or the administrator in the AS that control$BBftware and configuration
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intentionally misbehaves. psBGP can detect prefix hijagkince a malicious AS will be
unable to obtain from its neighbors or a trusted authority.(@n RIR) endorsements for
the hijacked prefix.

ROUTER MALFUNCTION. A router may mistakenly deaggregate prefixes (e.g., due to
software problems) and announce more specific ones. Degaggrg another AS’s prefix
is referred to aforeign deaggregatiordeaggregating one’s own prefix is referred teak
deaggregationForeign deaggregation has the same external behavioefis Ipijacking,
and thus can be detected. Self deaggregation appears taigaleqt to the announcement
of a subset of the prefix assigned to an AS, and thus is treatlegjdimate.

DATABASE MISCONFIGURATION Many ISPs use automatic scripts to generate router
configurations from a centralized database containingmnétion of prefix assignments. If
a prefix is erroneously entered into such database (e.gtpduenan error), automatically
generated configurations will instruct a router which migktfunctioning correctly to
originate a prefix which it is not authorized to announce.

Database misconfiguration will not result in successfufiptgjacking if the erroneous
database is not used layy neighboring AS to generate ifBA L. In other words, if the
information used by all endorsing ASes for generatitdyLs is independent of the mis-
configured database containing erroneous prefixes, orfgimose prefixes will result in
verification failures since there will not exist a prefix enslement consistent with the false
prefix assertion. However, an ISP may have multiple ASes aedausingle centralized
database for generating both router configurationsiahds for its own ASes. Thus, itis
possible that an erroneous prefix assertion made by one A®gdorsement from another
AS owned by the same ISP. This scenario is addressed in psBGRwtiASCerts (Sec-
tion 4.2). More specifically, an endorsement freprfor a prefix assertion made by is
not used if boths; ands; are owned by the same organization, in which case they should
both appear on a MultiASCert under a common organization.

5.2.2 Countering False”ALs. We now discuss how psBGP reacts to errone@is s
that contain false assertions or endorsements. These putgnttially introduce new vul-
nerabilities arising from the proposed enhancements, esudtiof malice or human error.

ERRONEOUSPREFIX ASSERTIONS An AS s; erroneously asserting the ownership of a
prefix through its ownPA L will not result in service disruption of the legitimate owrod
that prefix as long as none efs neighbors endorses its assertion.

ERRONEOUSPREFIX ENDORSEMENTS An AS s; erroneously endorsing for a prefix
which is not asserted by; will not result in any service disruption since such an esder
ment will not be used by any AS when it verifiegs prefix assertions. [§; is the only
endorsing neighbor fos;, or more generallyys; € N(s;), s; issues(f}, s;)s, inconsis-
tentwith (f;,s;)s,, then(f;, s;)s, will be verified asmproperby other ASes, even if it is
actually correct. This is the case when misbehaving ASes tonetwork cut froms; to
any part of the network. It appears difficult, if not impodsilto counter such an attack;
however, we note that even if such a denial of service attasldde prevented, many other
techniques beyond the control of BGP could also be used tpttierrouting service of;,
e.g., link-cuts [Bellovin and Gansner 2003], filtering, @cget dropping. Note that a pre-
fix assertion made by, about a remote ASy, i.e.,s; ¢ N(sg), will not be checked when
si's prefix assertions are verified becausés not a neighbor of;,. Thus, a misbehaving
AS is unable to mislead other ASes about the prefix ownerdhlamon-neighboring AS.
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5.2.3 Limitations of psBGPWe now discuss some limitations of psBGP. First, it is
subject to human error if a psBGP-enabled ASsets threshol@;=1 (e.g., during the
early stage of psBGP deployment on the Internet). For exanfidn AS uses a common
database for generating BGP speaker configuration anddoinig PA Ls, a prefix erro-
neously entered into such a database can result in serdngpton. Second, psBGP is
subject tok-party collusion if 3;=k>2. Suppose3;=2 which is the recommended con-
figuration (se€4.4.1) for each psBGP-enabled AS If an attacker controls two ASes
that are owned by two different organizations (i.e., theydbappear on a common Multi-
ASCert), itis possible for the attacker to generate tworegous yet consiste®A Ls. This
is equivalent to the case that tiel Ls issued by two different ASes are in fact based on a
single data source; thus corroborating these two depetitieht does not yield additional
benefit. As a result, psBGP security can be defeated. To ssftitly launch such an attack,
an adversary needs to: a) set up two organizations and mamadpeain an AS number
from an RIR for each of them; b) compromise the private keyslusy two independent
ASes for signing theiPA Ls; or c) set up one organization and manage to obtain an AS
number from an RIR and compromise the private key used byhandtS for signing its
PAL. We suggest that these attacks would present non-tridtai(anot insurmountable)
practical difficulty to an adversary.

6. OPERATIONAL ANALYSIS OF PSBGP
Here we analyze some operational and performance issus8&H

6.1 Deployment Analysis of psBGP

We first argue that the effort involved in deploying psBGPedagonable (relative to alter-
natives), and next discuss incremental benefits from psB&pkbgment.

6.1.1 Reasonable Deployment Effoifo deploy psBGP, an AS needs to: upgrade its
BGP speakers to support psBGP; issue a single public keificate for its own BGP
speakers (SpeakerCert); distribute the correspondingtprkey securely to its speakers;
and issue an appropriate prefix assertion i3t ). Upgrading BGP speakers can be done
in a similar manner as upgrading existing router softwassuihg a SpeakerCert (e.g., in
X.509v3 format) requires some level of knowledge of pubky kertificates. However,
many people responsible for BGP operations might havedjraaquired similar knowl-
edge, e.g., from the use of PGP [Zsako 1999]; in any case, kveadedge that additional
effort will always be involved in setting up a new system. Egample, personnel famil-
iar with PGP may still need to spend some time studying th&®%3 certificate format.
Issuing aPAL requires carrying out a certain level of due diligence intiaying an AS’
confidence in the prefixes assigned to a (typically) smalllpemof selected neighbors. We
expect such effortis reasonable since two direct neighimrally have established service
agreements allowing some level of direct interaction. Sefédrt is also justifiable (in our
opinion) considering potential security benefit to the in&t as a whole. Overall, all of
this work can be done independently by an AS without reqgianathorization from other
ASes (e.g., an upstream ISP). In other words, psBGP can beygelfrom the bottom up,
mirroring the growth model of the Internet.

6.1.2 Incremental Deployability As with the deployment of almost any other large
scale security system, it is unrealistic to expect psBGRetddployed by all ASes simulta-
neously, or to be deployed at different times but turned dhesame time. It is expected
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that if adopted, a small number of ASes will deploy psBGP filsen more and more

ASes will follow. It is desirable that those ASes deployirgBfeP first can achieve some
immediate benefits to justify their investment before psB&WRidely deployed. Here we

analyze benefits and constraints of psBGP deploymieat ).

The first AS adopting psBGP does not gain any immediate besiafie none of the
other ASes speaks psBGP. The second AS adopting psBGP wal dtane benefit col-
lectively with the first psBGP-enabled AS if they are direetghbors. In this case, one
psBGP-enabled ASs() will likely prefer the route originated by the othey;} over routes
originated by a non-psBGP enabled AS regarding a prefix asditps; (see§4.5). Since
s; and s; are also directly connected, traffic originated fregnand destined ta; will
likely arrive ats; and not be attracted to another AS if everything else be8@#2 also
works correctly. In the case thatands; are not directly connected, i.e., connected by one
or more non-psBGP enabled ASeswill still likely prefer the route originated by; over
an erroneous one by a non-psBGP enabled AS§4&9, resulting in containment of any
erroneous announcements. However, there is no assuraridedtific destined ta; can
reach their ultimate destinations from This is because such traffic must traverse through
non-psBGP enabled ASes (or unsecured zones), some of wdiddh fltave poisoned rout-
ing tables and direct traffic over incorrect paths. Thusyggcthat can be achieved by two
remote psBGP enabled ASes is less than that achieved by B@menabled neighbors.

We say that one or more psBGP-enabled ASes with direct limiang themselves form
a secure zoneand one or more non-psBGP enabled ASes with direct linksngrtteem-
selves form anonsecure zoneAssume at one point, there are a number of ASes on the
Internet which have deployed psBGP. Then the Internet carelaged to consist of a num-
ber of secure and nonsecure zones. Since two directly ctethsecure or non-secure
zones can always form a larger secure or non-secure zoneugesmne will always di-
rectly connect with nonsecure zones, and a non-secure aorgawe only secure zones as
its direct zone neighbors. This implies that secure zoneslveays form a network cut for
a nonsecure one. To this end, we can draw two conclusions:

1) An AS improperly originating a route for a prefix assignedatpsBGP-enabled AS
will be contained once it reaches a secure zone. In othersydr@misbehaving AS is
within a secure zone, the erroneous route will be contaimeadddiately. If it is within
a nonsecure zone, it will propagate within the nonsecure zol be contained once
it reaches a secure zone.

2) An improper origination of a prefix assigned to a non-psB&bled AS will be
propagated (without detection by psBGP) through all naruseand secure zones,
i.e., over the entire Internet.

It is clear from the above conclusions that prefixes assigoetl psBGP-enabled AS
are protected to a certain degree from being hijacked whéectis no such protection for
non-psBGP enabled ASes. While a psBGP-enabled AS mightifititl protection when
the number of other psBGP-enabled ASes is small, the proteicicreases as this number
grows. As a starting point, it might be beneficial for an oiigation which owns multiple
ASes (such as a large or even medium-sized government) loydesBGP so that a secure
zone can be formed within that organization.
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6.2 Complexity Analysis of psBGP

Here we consider the computational complexity resultiognftAS PATH verification and
AS prefix graph related operations. The former involves aataonally expensive oper-
ations such as digital signature generation and verificatidile the latter involves much
simpler (less costly but potential numerous) operatiorth sas data structure insertion,
deletion, comparison, and query. We do not attempt to peaidetailed, mathematically
rigorous running-time analysis for psBGP operations, atitar to provide enough insight
to allow ball-bark estimates sufficient to provide confideticat computational costs of
psBGP are reasonable, and will not be a reason to avoid daglpgBGP.

6.2.1 Complexity of ASPATH Verification.Let a be the average number of external
ASes with which a BGP speaker establishes BGP session$, thedaverage number of
ASes on an ASPATH. A psBGP-enabled BGP speaker needs to generate orgavera
unique digital signatures (one per AS neighbor) for each Badte message it sendsito
neighbors, and to verify on averag@nique digital signatures (for maximal security, i.e.,
0=1) for each BGP update message received (see Algorithm 3nagice verifications
related to certificate revocation and certificate chainsgarered here.

6.2.2 Complexity of AS Prefix Graph Operatioriset n be the total number of ASes on
the Internetd the average number of AS neighbors, @&nithe average number of prefixes
assigned to an AS. Let<d be the average number of neighboring ASes whose prefix
assertions are endorsed by an AS, atide average number of prefixes endorsed by an AS
for each such neighbor. Accordingly, each AS on average:lamlorsing neighbors.

Thus, eachPAL (cf. §4.1) on average consists of: A)prefix assertions, one for each
assigned prefix; 2) prefix endorsements for each endorsed neighbaf them), result-
ing in zy prefix endorsements in total; 3z null prefix endorsements, one for each
non-endorsed neighbor. Assume there amultiASCerts. We next estimate the com-
putational costs of the construction, update, and quennd&@ prefix graph in psBGP.
Note all operations mentioned here are simple databasatip®s (e.g., comparison), not
computationally expensive operations such as digitalatigne generation or verification.

1) Complexity of AS Prefix Graph Constructi¢Algorithm 4). For the firstpal; re-
ceived from each AS on the Internet, an AS needs to update BASAT (s;) for
s; (lines 6-13), resulting ih{1+d[2+zy(1+2+1+1)]} operations. In addition, an
AS also needs to update the APAH(s;) for each ofs;’s endorsed neighbors;
(lines 14-20), resulting inl{1+h[zy(1+2z+1+1)+1]} operations. Thus, in total
2hdryz+6hdry+3hd+h+d operations are required for processing epeh, result-
ing inn(2hdxyz+6hdzy+3hd+h+d) operations for constructing a complete AS pre-
fix graph fromn PALs.

2) Complexity of AS Prefix Graph Updagalgorithm 5). Consider the worst case that
an ASs; issues a newal; that is completely different from the existingi;, i.e.,
all of its prefix assertions and endorsements have changegélgbrithm 5, lines 6—
7 result inh operations, lines 8-11 result bxy operations, lines 12—18 result in
5d operations, lines 19-25 resulti{1+d[zy(1+2+1+1)]+1} operations, and lines
26-31 result ind{zy[1+h(1+2+1+1)]} operations. Thus one update might require
in total 2hdxy z+6hdry+dry+5ry+3h+5d operations.

3) Complexity of AS Prefix Graph Queflgorithm 6) When an AS receives a BGP
update message, it verifies that the origin AS is allowed twoance the prefix by
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comparing the announced prefix with therefixes asserted by the origin AS, resulting
in up toh operations for one prefix origin verification.

6.3 Performance Analysis of psBGP

Here we present our preliminary estimation of memory, badthwand CPU overhead,
and the analysis of certificate dynamics in psBGP. Whileroge study has been per-
formed by Aiello et al. [Aiello et al. 2003] on the prefix delgn stability on the Internet
as a whole, and by Zhao et al. [Nicol et al. 2004; Zhao et alaD6b PKI impact on BGP
security using simulation, it is desirable to study cerdifecdynamics of a secure system
and to project certificate management overhead on a pery&$ /e use BGP data col-
lected by the RouteViews project [RouteViews 2005]. Weiegrd one BGP routing table
the first day of each month from January to August 2004. Dedgibwn shortcomings
including incompleteness of the RouteViews data set, ihis of the most complete data
repositories publicly available, and has been widely usddé BGP community.

6.3.1 Memory OverheadFour types of certificates and one AS prefix graph require
memory for a BGP speaker to support psBGP. We estimate theomewerhead for each
type and then give an estimate of the total. While a BGP upa&ssage may carry ex-
tra digitally signed data and signatures which need to bedttemporarily, they can be
discarded after verification. Thus, we omit their memoryrbead here.

ASNUMCERTS AND SPEAKERCERTS. We observed in total7 8844 ASes as of August
1, 2004. One ASNumCert is required per AS. In the worst cas&Smay need to store
the ASNumCert of every AS on the Internet; in this caseg44 ASNumCerts would be
stored. As with S-BGP and soBGP, psBGP recommends use of . B69¥3 certificate
structure which has wide industrial support. Assuming terage size of a certificate is
600 bytes [Kent 2003] based on 1024-bit RSA key8.,479M bytes of memory would be
required for storind 7 844 ASNumcCerts. The same holds for SpeakerCerts.

PALs AND MULTIASCERTS The size ofpal;, issued by each AS;, is primarily
determined by the number of prefixes assigned;tdhe number of;’s neighbors, and
the number of prefixes assigned to eachs &f neighbors that are endorsed by While
some ASes have many neighbors, and some are delegated refinggpmmany ASes have
only a small number of neighbors and are delegated a smabeuaf prefixes. Based on
the RouteViews data we use, each AS on average Raseighbors and is delegatédl
prefixes. Assuming the average size oPAL is 1024 bytes 600 bytes for an X.509v3
certificate plusi24 bytes for abou60 prefix assertions and endorsementg)344M bytes
of memory would be required to stot& 844 PALs, one for each AS. For MultiASCerts,
a BGP speaker needs to store one certificate for each orgjanizehich owns multiple
ASes. Based on the data from Aiello et al. [Aiello et al. 20GBgre are385 multi-AS
organizations which in total owh259 ASes. On average, each multi-AS organization
owns3.3 ASes. Assuming the average size of a MultiASCer(8 bytes,0.226M bytes
of memory are required by each AS for storing all MultiASGert

AS PREFIX GRAPH. Each AS needs to construct an AS prefix graph for prefix origin
verification. The memory space required for storing an ASixgraph depends on the
data structures being used. For simplicity, we use a fixeyaonsisting ol 7844 entries,
one entry per AS. Each entry consists of a 16-bit AS numbemnaad?2-bit pointers, one

4AS numbers used by IANA itself for experimental purposesnarecounted.

Version: September 20, 2005.



On Inter-domain Routing Security and Pretty Secure BGP (psBGP) : 29

pointing to a linked list of prefixes assigned to this AS anel ¢ther pointing to a linked
list of neighboring ASes. On average, each prefix linkedhia 10 elements with each of
17 bytes and each neighboring AS linked list has 5 elementseech of 6 bytes. Thus,
each entry in the fixed array on average consumes 210 bytéstalnan AS prefix graph
requires3.747M bytes memory (M%0°), using these (non-optimized) data structures.

ASNumCerts 10.479M Bytes
SpeakerCerts 10.479M Bytes
PALs 17.844M Bytes
MultiASCerts 0.226M Bytes
AS Prefix Graph| 3.747M Bytes

Total | 41.775M Bytes]

Table lll. psBGP Memory Requirements per AS

In summary, a total o11.775M bytes of memory are required for storing all certificates
and an AS prefix graph to support psBGP (see Table III).

6.3.2 Bandwidth OverheadExcept for a small number of public key certificates of
trusted CAs which may be distributed using out-of-band rae@ms, all other certificates
in psBGP can be distributed with BGP update messages. thedansumes extra network
bandwidth. However, such overhead is not persistent shiesetcertificates only need to
be distributed periodically or upon changes. We expect shiah overhead is of little
significance and do not discuss it further.

The primary bandwidth overhead is introduced by digitaiyned data and signatures
carried by each BGP update message for protecting the messay a fully protected
BGP route where every AS on the route digitally signs the tepdeessage, the overhead
is mainly determined by the number of such ASes, and couldtresas much as 600%
overhead according to Kent [Kent 2003]. We expect no significlifference between the
bandwidth overhead of psBGP and S-BGP. While increasedviidtidoverhead due to
psBGP (or e.g., S-BGP) is significant in terms of percentag@pinted out by Kent [Kent
2003], BGP control messages only account for a small fraatibnetwork bandwidth
versus subscriber traffic. Thus, from our preliminary as&lywe expect that bandwidth
overhead of psBGP will not create difficulty in the deploymeinpsBGP.

6.3.3 CPU Overhead.We expect that CPU overhead of psBGP will mainly result from
AS_PATH verification, not AS prefix graph operations (§6.2). A psBGP-enabled BGP
speaker needs to digitally sign each BGP update messagéoseath neighbor, and to
verify some digital signatures carried by each BGP updatesage it receives and chooses
to use. As shown by Kent et al. [Kent et al. 2000] in their stofis-BGP performance,
such CPU overhead is significant. Especially in the caselifats, a BGP speaker will
receive full routing tables from each of its neighbors, dngstmust verify a large number
of digital signatures if psBGP is implemented. Note an ASipigraph need not be rebuilt
since it can be stored in persistent storage and reloadedrepoot. psBGP provides the
flexibility for reducing the CPU overhead resulting from ity signature verification by
using a lower confidence threshold, which trades off sectaitefficiency. In other words,
psBGP provides a mechanism which allows protection to bpgrtmnally achieved in ac-
cordance to the CPU power which a router has available todspesignature verification.
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However, to achieve higher level of assurance of B H integrity, significant CPU over-

head will be generated by psBGP. To mitigate the problenmpuarapproaches might be
helpful, including caching [Kent et al. 2000], delay of sigare verification [Kent et al.

2000], using a digital signature algorithm with a fasterifigation operation (e.g., RSA)
[Nicol et al. 2004], and aggregated path authenticatiorafzét al. 2005].

6.3.4 Certificate DynamicsASNUMCERTS AND SPEAKERCERTS The monthly num-
ber of ASes on the Internet has grown by an averagofsince January 1, 2004, with
an average 0347 ASes added anth7 ASes removed (see Table Il). When an AS number
is added or removed in psBGP, the corresponding ASNumCest bauissued or revoked
by an RIR. Thus, four RIRs between them must issue an avefaigg aew ASNumCerts
and revoke an average 057 existing ASNumCerts per month. This would certainly ap-
pear to be manageable in light of substantially larger PKIstig in practice (e.g., see
[Guida et al. 2004]). Note the issuing and revocation of aa®peCert is performed by an
AS, notan RIR.

PREFIX ASSERTIONLISTS (PALS). A prefix assertion lispal; must be changed (re-
moved, added, or updated) if: a) the AS numiechanges (i.e., is removed or added); b)
an IP prefix assigned tg, changes; c¥;'s neighbor relationship changes, i.e., a neighbor
is removed or added; or d) an IP prefix changes which is enddrge; for one of its
neighbors. Table IV depicts the dynamics of prefix assigrtmen

| | Jan| Febl Mar[ Apr[ May] Jun| Jull
Start of Month 148 903148 014151 174156 019157 925160 818155 118
Stable During Month |143 200144 422146 139151 481153 171148 280 151 436
Stable During Jan-Jul | 119 968119 968119 968 119 968 119 968119 968119 968
Removed During Month| 5703 3592 5035 4538 4754 12538 3682
Added During Month 4814 6752 9880 6444 7647 6838 10360

Table IV. 1P Prefix Dynamics from January 1 to August 1, 2004

We study the number of prefix assertion (PA) changes reqgfiiredach AS based on
the two routing tables of July 1 and August 1, 2004. Each piedidition or removal is
counted once (i.e., resulting in one PA addition or remoifdhe AS number of the AS
owning that prefix does not change. If an AS number is newledddr removed) during
the month, all additions (or removals) of the prefixes owngdhiat AS are counted once
as a whole. One PA change usually represents one updat@Ad # such update is done
in a timely manner. However, an AS can choose to do multipleRanges in oné’AL
update (se&6.4 for more discussions).

Table V depicts the projected PA dynamics based on the dataf delly 2004. The
total number of ASes observed during July 20048%)48, including17 884 observed on
August 1, 2004 and64 removed during July 2004. We can see, the more ASes endorsing
an AS’s prefix assertions, the more PA changes required. ®@ammend the scenario
n = 2, where each AS has at most two endorsing neighbors evenasititore than two
neighbors. This provides a level of redundancy in the caaedhe of the two endorsing
neighbors fails to carry out adequate due diligence.

From Table V, in the recommended scenatie= 2, 16% of the ASes need to update
their PALs during the month8.4% of ASes need only one PA change in the mortf,
need?2 to 4 PA changes, antl.9% need5 to 10 PA changes. However, a small number of
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101-| over
# of PA Changes 1 2-4| 5-10| 11-30/31-100 1000 1001 Total

n=1 # of ASes 1497 677 319 152 69 26 2 2742
(percentage)| (8.3%)| (3.8%)| (1.8%)| (0.8%)| (0.3%)| (0.1%)| (0%)| (15.2%),
n=2 # of ASes 1508 713 346 187 87 48 3 2892
(percentage) | (8.4%)(4.0%)|(1.9%)|(1.0%)|(0.5%)|(0.2%)| (0%)|(16.0%)
n=3 # of ASes 1516 725 355 205 93 54 4 2952
(percentage)| (8.4%)| (4.0%)| (2.0%)| (1.1%)| (0.5%)| (0.3%)| (0%)| (16.4%),
n=all # of ASes 1424 784 387 233 112 53 30 3023
(percentage)| (7.9%)| (4.3%)| (2.1%)| (1.3%)| (0.6%)| (0.3%)| (0.2%)| (16.7%),

Table V. Projected number of ASes in absolute number, anceaeptage of all ASes,
requiring the specified number of monthly prefix assertioh) hanges in psBGP based
on July 2004 data. We recommend raw= 2 (n is the number of endorsing neighbors).

ASes need more tha)0 changes, and AS 701 (UUNET) and its two endorsing neighbors
need around000 changes. In our study, if an AS chooses to endorse the preffxas
neighboring AS, it simply endorses all the prefixes assigoetiat neighbor. To reduce
the number of PA changes, an AS can choose to only endorsesatsoibthe prefixes
assigned to a neighbor. In this case, PA change overheacdeadisthibuted to some other
ASes and will be more balanced than what is shown in Table V.

6.4 Discussion

The timeliness oPA L updates is important to ensure service availabifty..s need to be
updated and distributed in a timely manner so that prefix oglrips can be verified using
currently correct information. To ensure that an endorsigighbor of a given AS updates
its PALs for that AS in a timely manner, a service agreemetwéen them would likely
be required, e.g., as an extension to their existing agreesmsince there is usually some
time delay window before newly delegated prefixes are agtuakd on the Internet, an en-
dorsing AS should be required to updateM$ L to include newly delegated prefixes of an
endorsed neighbor within that delay window. Updates of prefinovals can be done with
lower priority since they would appear to have only reld{namall security implications.
PALs along with other certificates (e.g., ASNumcCerts, Spe@krts, and corresponding
Certificate Revocation Lists) can be distributed with BGRlatp messages in newly de-
fined path attributes [Kent 2003]; thus, they can be distebias fast as announcements
of prefixes and are accessible without any dependence on B@G&st Those certificates
might also be stored in centralized directories [Kent 208&jwever, a “pull” model might
make it challenging to decide how often centralized direetoshould be checked.

7. RELATED WORK

Considerable research has been published on securinggqutitocols. Perlman [Perlman
1988] was among the first to recognize and study the problese@iring routing infras-

tructures. Bellovin [Bellovin 1989] discussed securityinarabilities of Internet routing

protocols as early as 1989 (see also [Bellovin 2004]). Mecently, Bellovin and Gansner
[Bellovin and Gansner 2003] discussed potential linkingtattacks against Internet rout-
ing. Kumar [Kumar and Crowcroft 1993] proposed the use oftdigignatures and se-
guence numbers for protecting the integrity and freshnéseuting updates. Smith et
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al. [Smith and Garcia-Luna-Aceves 1996] proposed the us@ital signatures, sequence
numbers, and a loop-free path finding algorithm for secudistance vector routing pro-

tocols including BGP. For a thorough analysis of BGP vulbéitees and protections, see
Murphy [Murphy 2002b; 2002a].

The most complete and concrete security proposal to datedfinessing BGP vulnera-
bilities is S-BGP [Kent et al. 2000; Kent et al. 2000; Seo eab1]. It proposes the use
of centralized PKIls for authenticating AS numbers and IRipmvnership. S-BGP PKIs
are rooted at RIRs, and parallel to the existing system of A®ler assignment and IP
address allocation. ABATH is protected using nested digital signatures, andrtegrity
of an ASPATH is guaranteed.

soBGP [White 2003] proposes the use of a web-of-trust mameAS public key au-
thentication, and a centralized hierarchical model for tBfip ownership verification.
AS_PATH is verified for plausibility by checking against an AStdogy graph. Each
AS issues certificates listing all peering ASes. A global A&pd can be constructed from
those certificates. Thus, the existence of anP¥§'H can be verified. Table VI compares
S-BGP, soBGP, and psBGP (rec#l.3 re: goals, also s€8.5 and [Wan et al. 2005] for
further background information).

Goal S-BGP soBGP psBGP
G1: AS Number centralized decentralized centralized
Authentication (multiple levels) |(with trust transitivity (depth=1)
G2: BGP Speaker one certificate one certificate one certificate
Authentication per BGP speake per AS per AS
G3: Data Integrity  |IPsec or TCP MD5 IPsec or TCP MD5 | IPsec or TCP MD5
G4: Prefix Origination centralized centralized decentralized
Verification (multiple levels) (multiple levels) |(no trust transitivity
G5: AS PATH Verification|  full integrity plausibility stepwise integrity

Table VI. Comparison of S-BGP, soBGP, and psBGP re: achieséiturity goals 0§2.3.

Goodell et al. [Goodell et al. 2003] proposed a protocol, elgrmter-domain Routing
Validator (IRV), for improving the security and accuracyR&P. Each AS builds an IRV
server which is authoritative of the inter-domain routinfprmation of that AS. An IRV
can query another IRV to verify BGP update messages recéiyats hosting AS. Im-
proper prefix origination and ABRATH might be detected by uncovering the inconsistency
among responses from other IRVs. One advantage of IRV igtteapports incremental
deployment since it does not require changes to the existiming infrastructure.

Kruegel et al. [Kruegel et al. 2003] propose a model of AS togp augmented with
physical Internet connectivity to detect and stop anonmtoute announcements. Their
approach passively monitors BGP control traffic, and doésetuire modification to the
existing routing infrastructure. Therefore, it would appto be easy to deploy.

In a rigorous study of prefix origination authenticationela et al. [Aiello et al. 2003]
formalize the IP prefix delegation system, present a prostesy, and propose efficient
constructions for authenticating prefix origination. Realting information is analyzed
and used to reconstruct the IP delegation relationshiptbreeinternet. They discover that
the current prefix delegation on the Internet s relativédyis and dense, however they also
note that it is extremely difficult, if not impossible, to demine this delegation structure.
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Listen and Whisper [Subramanian et al. 2004] are proposedhamésms for protect-
ing the BGP data plane and control plane respectively; theyast used together. The
first approach (Listen) detects invalid data forwarding leyedting “incomplete” (as de-
fined in [Subramanian et al. 2004]) TCP connections. Whisieovers invalid routing
announcements by detecting inconsistency anpatly signaturesf multiple update mes-
sages, originating from a common AS but traversing diffepaths.

Hu et al. [Hu et al. 2004] propose a Secure Path Vector (SPMppol for securing BGP.
SPV makes use of efficient cryptographic primitives, e gthantication trees and one-way
hash chains for protecting ABATH, and is argued being more efficient than S-BGP.

8. CONCLUDING REMARKS

Different approaches have been taken by S-BGP and soBGRiflvessing security in
BGP. We believe that psBGP adopts their best features, diffiéing fundamentally with
a novel approach taken to verify IP prefix assignments andPABH integrity. As no cen-
tralized infrastructure for tracing changes in IP prefixgssients currently exists, and it
would appear to be quite difficult to build such an infrastane, we believe that the decen-
tralized approach taken by psBGP provides a more feasitd@sna increasing confidence
in correct prefix origin.

Beyond ASPATH verification in§3.5, it is desirable to verify if an A®ATH conforms
to the route exporting policies of each AS on the path. Sif6@ & a policy-driven routing
protocol, each AS can individually decide whether or noteeieed route advertisement
should be further propagated to a neighboring AS. Such exgerting policies are mainly
defined based on the business relationship with a neighip&$ Without such verifica-
tion, a misbehaving BGP speaker (e.g., misconfigured) mableto re-advertise routes
which are prohibited by its route exporting policies. Foample, a multihomed AS may
readvertise routes received from one provider AS to therpthes functioning as a transit
AS for its two providers. Such misbehavior may allow for esdr®pping and may also
result in service disruption. We are currently exploringvnmaechanisms for ASPATH
verification, which we expect to present in future work.

Finally, we hope that this paper will serve to stimulate d&sion in the Internet com-
munity about alternate design choices and trust modelsefarring BGP.
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